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Multi Factor Authentication

Quick Start Guide

Multi Factor Authentication (MFA) is security method that ensures that only you can log into your account. It
does this by requiring at least 2 methods of authentication — your password and another piece of information
(Microsoft Authenticator App, Text message code or a phone call). This guide will help you set up and register

for MFA.

Register for MFA

1. To register for MFA visit: https://account.activedirectory.windowsazure.com/Proofup.aspx

2. Login to your university account using your

username@surrey.ac.uk. B Microsoft

Sign in

’ phone, or Skypt

No account? Create one

Can’t access your account? b

3. Enter your password.
B Microsoft

€

Enter password

Forgot password

4. You will be prompted to set up a method for secondary
factor authentication on your account. Click Next. B Microsoft

€

More information required

Your organization needs more information to keep
your account secure.

Learn more

Use a different account

Ne'.b
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https://account.activedirectory.windowsazure.com/Proofup.aspx

Set up Microsoft Authenticator App

5. Choose Mobile App from the

drop-down list.

6. Click on Receive
notifications for

verification. Click Set up.

7. A QR code and instructions

for your smart device will

appear on the screen. Follow
the instructions to set up the
Microsoft Authenticator App

on your device.
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Additional security verification

your account by adding phone verification to your password. View video to know how to secure your account

peth
" e a y text mi
L)
ur phone numbers will only b ount se dard telephor charges will ap,
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Additional security verification
Secure your account by adding phone verification to your password. View video to know how to secure your account

Step 1: How should we contact you?

Mabile app E

How do you want to use the @ app?
E Receive notifications for verification

Use verification code

To use these verification methods, you must set up the Microsoft Authenticator app
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~ . .
-mj.“f gure mobile app
Complete the fo lowing steps to :oni:;u.’e your mobile app.

1. Install the Microsoft authenticator app for Windows Phone, Android or 105,
2. In the app, add an account and choose "Work or school account”.

3. Scan the image below.

f you are unable to scan the image, enter the .".JII.J'.\ln-._: information in your app.
Code: 555 555 123

Ur:  https:/fcys01 pfipad 11 phonefactor.net/pad/55555512

If the app displays a six-digit code, choose “Next™.
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From your mobile or tablet
device install the Microsoft
Authenticator App (Android,
iI0S, Windows Phone).

Open the app and choose
Add account followed by
Work or school account.
This will open the camera on
your device.

Scan the QR code on your
computer or laptop using your
smart device. Click Next.

If you are unable to scan the
image a code is also available
on screen. To enter the
manual code, you will need to
click on or enter code
manually.

¢ 12:45 AM 3 -

Accounts +

Add your first account

1245 AM

Scan QR codec

Or enter code manually

-l T 12:45 AM 1 -

£ Accounts

What kind of acoount are you adding?

=. Personal account

=. Work or school account

ﬂ Other (Google, Facebook, etc.)

1245 AM

{ Back

Scan QR codec

Your account provider will display a QR code

Or enter code manually
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https://play.google.com/store/apps/details?id=com.azure.authenticator&hl=en_GB
https://apps.apple.com/gb/app/microsoft-authenticator/id983156458
https://www.microsoft.com/en-gb/p/microsoft-authenticator/9nblgggzmcj6?activetab=pivot%3Aoverviewtab

11.

12.

The account is now added.
Click Next.

Next you will need to verify
that the app works. It will
send a notification to your
phone to approve. Click
Approve.

Remember to only approve
notifications you know you
have initiated like this one.

B Microsoft

Additional security verification

Secure your account by adding phone verification to your password. View video to know how to secure your account

Step 1: How should we contact you?

Mobile app 2

How do you want to use the mobile app?
@ Receive notifications for verification
Q  use verification code
To use these verification methods, you must set up the Microsoft Authenticator app.

Mobile app has been configured for notifications and verification codes.
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Additional security verification
Secure your account by adding phone verification to your password. View video to know how 1o secure your account

Step 2: Let's make sure that we can reach you on your Mobile App device

* . "Please respond to the notification on your device.
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Add a mobile phone number

13.

08/2019

Finally, enter a phone number

in case you lose access to
your mobile app. You will
need to choose your country
code and enter your
telephone number. Click
Done to complete MFA setup.

L\\!;' Microsoft

Additional security verification

Secure your account by adding phone verification to your password. View video to know how 1o secure your account

Step 3: In case you lose access to the mobile app

[Setect your country or region o] || |
=

Your phone numbers will only be used for account security, Standard telephone and SMS charges will apply.
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Approve sign-in?

V1 (AB)




Approve sign in using the Microsoft Authenticator App
Once you have set up MFA on your device you will be able to use your smart device to authenticate your login
if prompted. If you are asked to approve a sign in a screen similar to the one below will appear on your screen.

[ 1
m=

Approve Sign in

€ Approve request on your phone B0 Sign in with
SOCOEDEu lostl Coim

Keep me signed in

If this happens you will need to open the Microsoft Authenticator App from your device and click on Approve
to gain access or enter a code generated from the app to gain access to your account.

Approve sign-in?

Remember to only approve notifications you know you have initiated. If you have not initiated, it
ignore the request or click on deny.
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